LESSON PLAN 
Privacy and Personal Safety 
                                   

	Target audience: 

11-16
	Duration: 45 mins – 1 hour
 

	Lesson Aims:
Students will consider:
· how to create a safe online profile 

· what actions to take to keep themselves safe

· possible consequences of not making the most appropriate choice.
They will begin to develop strategies to keep themselves safe. 



	Notes and Resources

Many social networking providers set 13 years as the minimum age at which a young person can register as a user of the service. 
Pupils who are younger than the minimum age may, however, have profiles on social networking sites. 
It is important to engage with students to encourage safe and responsible use. This includes using social networking sites in line with the age requirements.    

Useful resources: 

TeachToday has several resources that are useful for this lesson – take a look at the:

· Privacy and personal safety section

· Social networking safety tips

· Partner resources    


	Student Opportunities: 

Students will practise the following skills:
· taking responsibility for the needs of others

· making real choices and decisions

· considering social and moral dilemmas.
 

Desirable Outcomes: 
· Students will know what they need to consider when creating an online profile in order to stay safe.
· Students will learn about the level of personal information that is safe to include in a profile.
· Students will be able to make comparisons between information they would be happy to give away in the offline world compared to the online world.
· Students will learn about the possible consequences of making the wrong choice when putting together an online profile.

	Technical Vocabulary: blog, wiki, social network, profile


	Preparation:

Make some “sandwich boards” (A-Boards) that students can wear over their shoulders. 
If some students are unfamiliar with online profiles it would be useful to have some examples to share with them and also to group them with others who have a better understanding.

Activity: 
How many students have ever posted information online? How many have an online profile?

Tell the class they are going to consider the type of information that they might post online and include in their profile.
Give groups of students a sandwich board each and ask them to create their profile on this using paper. Encourage them to include photographs and other different types of content in the same way that they would do with an online profile.
Allow the students to spend some time on their profile and ensure that they make it as attractive as they can. There could be a competition here and they could all vote for what they think is the best profile according to a set of pre- determined criteria.
Once the profiles are complete tell the class that they are now going to wear the sandwich boards whilst walking around in the nearest main town. Hopefully they will be unhappy about this because of the nature of some of the material they have decided to include in their profile. 
Emphasise to the group that they must always think carefully about the information that they post online. Anything that is publicly posted can be seen by anyone, anywhere. 

Students need to realise that if something is not appropriate or acceptable in the real world, then it is not appropriate or acceptable in the virtual world either. 
Discussion Points:

Encourage students to discuss the types of information that would be acceptable to publish and why it is important to keep their personal information safe. 

Ask each group to decide what would be their key message to others when thinking about how to stay safe online?

Can the class come to a collective decision about the best of these?

Extension Activities: 

Look for a range of online activities that can be used to reinforce the message about creating a safe online profile. 

	Assessment Opportunities: 

Once they have completed this particular lesson, it would be useful to ask the students once again to create a safe online profile. They will demonstrate their understanding of the issues by the content that they deem it is appropriate to post. 
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