LESSON PLAN 

 Keeping private information safe 

	Target audience: 

8-11
	Duration: 45 mins – 1 hour

 

	Lesson Aims: 
Children and young people will:

· understand all about chatting to others on the internet and on mobiles

· be aware of the main difficulties they might have (bullying, spam etc)

· know the key safety messages and what to do to protect themselves.


	Notes and  Resources

This lesson will address very serious issues of online privacy and awareness of who children and young people are talking to online. 
Children and young people need to be aware that some people who use the internet and other technologies do so with the intention of harming children. 
This lesson will highlight the need for children to understand how to keep their personal information safe and to ask for help if they feel uncomfortable about any contact that they have with others online. 

Some useful resources: (the links in this section not for translation) 

See section on partner resources

http://www.kidsmart.org.uk/yp/smart/default.aspx This site offers schools in the UK a set of ‘SMART’ rules for internet safety that can be used throughout the school to give a consistent message. 
http://hosting.profero.com/backchat/initial.html This site provides a good online activity for children to take part in that highlights how they can never be sure who they are talking to online.

http://www.netsmartzkids.org/activities/nsrules/whofriend.htm This US site has an interactive activity ‘Who’s your friend on the internet?’ that also shows that children can never be sure who they are talking to online.

www.thinkuknow.co.uk/8_10/ This site helps children and young people sort good and bad on the internet and how to report issues.  
	Pupil Opportunities: 

Children will practise the following skills:

· taking responsibility for the needs

of others

· making real choices and decisions

· considering social and moral

dilemmas

· finding information and advice.
 

Desirable Outcomes:

Children will:
· understand the personal safety issues of giving away personal information online
· be aware of sources of help and support and have the confidence to use them if situations arise.
 

	Technical Vocabulary:  cyberbullying; grooming (when a person tries to ‘set up’ and ‘prepare’ another person to be the victim of sexual abuse), spamming.  


	Preparation:

The key point to make is that children can never be sure who it is that they are talking to when they are online and that giving out private information online can result in risks, including spam, cyberbullying and grooming. 
Before the lesson, you need to invite a guest to take part in the class. This could be another teacher, a parent, an assistant or a child from another class. Their task is to provide false information to the children to encourage them to think they are someone else. For example, an adult could provide answers to the questions that would suggest they were a child and vice versa.

Ideally, the guest should have a computer linked to a whiteboard so they can type in their answers. Alternatively answers could be written on a sheet of paper and handed to the teacher.
It will also be helpful to use the Jargon Buster to find out more information about spamming, cyberbullying and grooming before giving the lesson.
Activity: 

Invite a guest into the class and keep them hidden from the children e.g. seat them behind a screen. 
Ask the children to come up with a set of questions to try and find out the identity of the mystery guest. What would be the most effective questions to ask?
The children can ask their questions. The guest types/writes their answers and the children try and decide who the mystery guest is.
The object of the exercise is to “trick” the children into thinking that they are talking to someone else, emphasising the point that they can never be sure who it is that they are talking to when they are online. They also need to realise that some people will lie about who they are, how old they are, what they do etc. 
Once the mystery guest has been revealed, the children need to consider how people might misuse information if they gave it out to anyone online - personal information like their home or IM address, their mobile number, where they like to go, things they are interested in. 
They need to know how to protect themselves e.g. never give out any personal information, never agree to meet anyone who they have only met online, talk to a trusted adult if they feel uncomfortable. Emphasise that talking to a trusted adult is very important and that they can do something to help.

Discussion Points:

· Why is it more difficult to know who you’re talking to online?

· What can they do to keep themselves safe?

· How did they feel when they found out who the mystery guest was?

· What will they do differently when they are next online?


	Differentiation: 
All children should be able to access these activities. The online activities suggested supplement the in-class scenario. Doing this for real within the classroom is very effective as children often feel that they wouldn’t be foolish enough to be tricked online. When they are unable to correctly identify the mystery classroom guest there is a greater impact. 

	Assessment Opportunities: 
Ask small groups to present to the rest of the class explaining what they have learnt from the session. What would be their one piece of advice to others?
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